
ЕКОНОМІЧНА НАУКА

Економiка та держава № 6/2020136

УДК 336.71

L. Dombrovska,
PhD in Economics, Associate Professor,
Mykolaiv Interregional Institute for Human Development, University of Ukraine
ORCID ID: 0000J0001J5089J950X

FINANCIAL AND ECONOMIC SECURITY OF UKRAINE'S

COMMERCIAL BANKS: THREATS AND PREVENTION

MEASURES

DOI: 10.32702/2306�6806.2020.6.136

Л. В. Домбровська,

к. е. н., доцент, Миколаївський міжрегіональний інститут розвитку людини ВНЗ "Університет "Україна"

ФІНАНСОВОXЕКОНОМІЧНА БЕЗПЕКА КОМЕРЦІЙНИХ БАНКІВ УКРАЇНИ:
ЗАГРОЗИ ТА ЗАХОДИ ЗАПОБІГАННЯ

Being the "blood artery" of any country's national economy, the banking system, as an aggregate of various

types of national banks and credit institutions operating under the general monetary mechanism, is constantly

threatened by the negative effects of a number of factors, both external and internal origin. Banking customers,

competitors, the state, criminal groups, foreign structures and entities, as well as the legal, general economic,

socioXpolitical, scientific and technical and natural environment, have an external influence. The sources of

banking system threats are also internal systemic factors, including the imperfection of banking supervision

and regulation, the application of methods of unfair competition of competing banks, the development of mergers

and acquisitions of banks, as well as the falsity, irrationality, imperfection of the internal environment.

The essence of the concepts of "economic security of a commercial bank" and "financial security of a

commercial bank" are considered and the author's vision of understanding the essence of the concept of "financial

and economic security of a commercial bank" is proposed. Special attention is paid to the differentiation of

financial and economic security threats to which commercial banks are exposed, performing their specific

functions and acting as direct subjects of economic and financial relations. The dynamics of actual and

characteristic values of indicators, which are the main indicators of financial and economic security of commercial

banks, are demonstrated. On this basis, a set of priority measures aimed at preventing internal and external

threats to the investigated security of Ukrainian commercial banks is proposed.

The results of the conducted research prove the urgency of the problem of ensuring the financial and economic

security of commercial banks, that is, preventing the probable or overcoming existing threats, both external and

internal. The success of overcoming this problem depends to a large extent on the correct understanding of the

concept of "financial and economic security of the bank" and the specific features of banking activities, which, in

fact, create an extremely wide range of threats.

Vulnerable to the negative impact of various events and phenomena inherent in both the world and domestic

economies, commercial banks of Ukraine need a comprehensive solution to the issue of protection against threats

to their security in general and financial and economic, in particular. The proposed set of identified measures

requires a wellXthoughtXout approach to their implementation through a wellXformed mechanism, which is the

object of further scientific exploration.

Будучи "кровоносною артерією" національної економіки будьXякої країни, банківська система як суX

купність різних видів національних банків і кредитних установ, що діють в рамках загального грошовоX

кредитного механізму, постійно перебуває під загрозою негативного впливу низки факторів як зовнішX

нього, так і внутрішньо системного походження. Зовнішній вплив чинять здебільшого банківські клієнти,

конкуренти, держава, злочинні угрупування, закордонні структури і суб'єкти, а також правове, загальX

ноекономічне, соціальноXполітичне, науковоXтехнічне та природне середовище. Джерелами загроз для

банківської системи є і внутрішньо системні фактори, зокрема недосконалість банківського нагляду і

регулювання, застосування методів недобросовісної конкурентної боротьби банківXконкурентів, розвиX

ток процесів злиття і поглинання банків, а також помилковість, нераціональність, недосконалість внутX

рішнього середовища банків.
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FORMULATION OF THE PROBLEM IN GENERALLY
AND RELATED ISSUES, WHICH ARE IMPORTANT IN

SCIENTIFIC AND PRACTICAL TASKS
Being the "blood artery" of any country's national

economy, the banking system, as an aggregate of various types
of national banks and credit institutions operating under the
general monetary mechanism, is constantly threatened by the
negative effects of a number of factors, both external and
internal origin. Banking customers, competitors, the state,
criminal groups, foreign structures and entities, as well as the
legal, general economic, socio$political, scientific and
technical and natural environment, have an external influence.
The sources of banking system threats are also internal
systemic factors, including the imperfection of banking
supervision and regulation, the application of methods of
unfair competition of competing banks, the development of
mergers and acquisitions of banks, as well as the falsity,
irrationality, imperfection of the internal environment.

These threats are extremely acute in the banking system
of Ukraine, which today operates in conditions of uncertainty
and increased riskiness of activity. The volatility of the situation
on the foreign exchange market, hostilities in the East of the
country, annexation of the Crimea and other destabilizing
factors have negatively affected the performance of
commercial banks, and have created additional threats to their
financial and economic security. In such circumstances, the
issue of timely warning of danger, ensuring the stability and
independence of commercial banks by continuously assessing
the level of threats to the banking system is extremely pressing
on the agenda. The globalization of the financial markets and
the intensification of international competition to Ukrainian
commercial banks have made the problem of ensuring their
financial and economic security relevant.

ANALYSIS OF THE RECENT STUDIES AND
PUBLICATIONS THAT HAVE INITIATED THE

SOLUTION OF THIS PROBLEM, DEFINITION OF
THE UNRESEARCHED PART OF THE PAPER'S

GENERAL PROBLEM
Scientists such as M. Baryliuk [5], O. Vasylchyshyn,

Y. Harust, O. Dmytrova, N. Dudchenko [8], A. Yepifanov

Розглянуто сутність понять "економічна безпека комерційного банку" і "фінансова безпека комерційX

ного банку" та запропоновано на цій основі авторське бачення розуміння сутності поняття "фінансовоX

економічна безпека комерційного банку". Приділено увагу диференціації загроз фінансовоXекономічній

безпеці, на які наражаються комерційні банки, виконуючи свої специфічні функції та виступаючи при

цьому безпосередніми суб'єктами економічних та фінансових відносин. Продемонстровано динаміку

фактичних та характеристичних значень показників, які є основними індикаторами фінансовоXеконоX

мічної безпеки комерційних банків. Запропоновано на цій основі комплекс першочергових заходів, спряX

мованих на попередження і запобігання внутрішніх та зовнішніх загроз досліджуваній безпеці комерX

ційних банків України.

Результати виконаного дослідження переконують у надзвичайність актуальності проблеми забезпеX

чення фінансовоXекономічної безпеки комерційних банків, тобто запобігання ймовірних або подолання

існуючих загроз як зовнішнього, так і внутрішнього походження. Успішність подолання означеної проX

блеми в значній мірі залежить від правильності розуміння сутності поняття "фінансовоXекономічна безX

пека банку" та специфічних особливостей банківської діяльності, які, власне, і породжують надзвичайно

широкий спектр загроз.

Вразливі до негативного впливу різних подій та явищ, що властиві як світовій, так і вітчизняній екоX

номіці, комерційній банки України потребують комплексного вирішення питання убезпечення від загX

роз їх безпеці в цілому та фінансовоXекономічній, зокрема. Запропонований комплекс означених заходів

вимагає виваженого підходу до їх реалізації через чітко сформований механізм, що і є об'єктом подальX

ших наукових розвідок.

Key words: economic security of a commercial bank, financial security of a commercial bank, financial and
economic security of a commercial bank, internal threats, external threats.

Ключові слова: економічна безпека комерційного банку, фінансова безпека комерційного банку, фінансово�
економічна безпека комерційного банку, внутрішні загрози, зовнішні загрози.

[6], N. Zhurybida [7], A. Lisniak [4], S. Melnyk, S. Mikhno,
T. Novikova [1], T. Sak [2], M. Slavkina, V. Furman,
Shcherbatykh D. [3] and others devoted their works to the
study of theoretical and applied principles of economic and
financial security of commercial banks. Paying tribute to
the scientific achievements of scientists, we note that an
integrated approach to the study of various aspects of the
financial and economic security of commercial banks has
not been sufficiently investigated, and therefore needs
further exploration.

THE FORMULATION OF THE PAPER'S OBJECTIVE
The purpose of the article is to study the theoretical

principles of economic and financial security of commercial
banks and formulate on this basis their own understanding
of the concept of "financial and economic security of a
commercial bank"; differentiation of threats to financial and
economic security of commercial banks into internal and
external sources of their origin; development of a set of
measures aimed at preventing and overcoming the identified
threats by commercial banks of Ukraine.

PRESENTATION OF THE BASIC MATERIAL OF THE
STUDY WITH JUSTIFICATION OF THE OBTAINED

SCIENTIFIC RESULTS
The study of scientific developments has shown a wide

variety of interpretations of the concepts of "economic
security" and "financial security". It is obvious that there
are some differences between these concepts. But when we
speak about safety of a commercial bank, as a complex
economic entity in terms of the set of functions performed,
it is necessary to follow a comprehensive approach, that is,
focus on the study of financial and economic security.

Using conventional definitions of the concepts of
"economy", "finance", "bank" and "security", we will prove
our position. As we know, economics is the art of managing
the economy, as well as the relationships that arise in the
process of production, distribution, exchange and
consumption of goods.

Finance, in turn, means the totality of economic
relations associated with the formation, distribution and use
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of funds. A commercial bank is a financial institution that
acts as a universal monetary intermediary, performing in
its aggregate four main functions, namely: credit
intermediation, payment intermediation, securities market
and credit issuance, and risk management and information
processing and monitoring of clients within the applicable
legal framework.

As a subject of financial relations and providing
conditions for the best possible conduct of business activities
of other entities, banks are exposed to a number of threats
to their security, ie stable dynamic equilibrium, the purpose
of which is to preserve the main characteristics and

parameters, stability of development
and functioning.

Among a huge number of threats
to commercial bank security, it is
difficult to single out those which are
purely economic in nature and purely
financial in nature. It is also fair to unite
them under the general name of
"threats to financial and economic
security", dividing them into external
and internal threats (fig. 1).

Given the above arguments, it will
be quite fair to generalize the views of
scholars on the concepts of "financial
security of the bank" [5; 6] and "eco$
nomic security of the bank" [7; 8] and
to propose your own vision of the
meaning of the term "financial and
economic security of the bank".

We believe that under the financial
and economic security of a commercial
bank should be understood such
conditions of its operation, under
which it is able to run smoothly,
financially and economically efficiently
according to its goals, while striving to
prevent and counter threats from
external origin and intrasystem.

An extremely important issue, the
solution of which protects commercial
banks from threats to their financial
and economic security, is the question

of systematic assessment of its level.
In our study, in order to reflect the real state of financial

and economic security of a set of commercial banks of
Ukraine, we use the calculation and characteristic
evaluation of the indicators included in the Methodological
recommendations for the calculation of the level of
economic security of Ukraine [9] (Table 1).

The obtained values of the majority of indicators and
their change during the analyzed period convincingly
prove the negative consequences of both external and
internal threats to the financial and economic security
of Ukrainian commercial banks, which requires the
development of a set of measures to prevent the
identified threats. Among the priority measures to
prevent internal threats to the financial and economic
security of Ukrainian commercial banks should be those
aimed at:

1) increasing the level of investment capacity;
2) elimination of contradictions of National Bank of

Ukraine activity;
3) prevention of violation of banking legislation;
4) combating theft of funds;
5) improving the solvency of banks;
6) controllability of interest rates;
7) regulation of the level of liquidity;
8) reduction of accounts payable;
9) minimizing the level of disclosure of confidential

information;
10) improvement of the deposit insurance system;
11) improving the quality of banks' capital.
The prevention of external threats to the financial

and economic security of Ukrainian commercial banks
should be implemented through a set of measures aimed
at:

1) stabilizing the development of the country's financial
system: creating a single tax system, an effective legal
framework; removing banks and businesses from the
shadows;

2) minimizing the impact of global financial crises and
the negative impact of participants in international financial
systems: creating a strong financial base to reduce the impact
of international crises;
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Figure 1. Threats to financial and economic security of a commercial bank

Compiled by the author by sources: [1—4].

Indicator 2018 2019 2020 
The share of overdue debt on loans in the total amount of 

loans granted to banks by residents of Ukraine,% 
actual value 22,65 24,44 25,58 

characteristic value critical critical critical 
Ratio of bank loans and deposits in foreign currency,% 

actual value 109,36 117,04 80,38 
characteristic value optimal optimal unsatisfactory 

Share of foreign capital in the authorized capital of banks,% 
actual value 32,82 28,01 28,67 

characteristic value unsatisfa
ctory 

satisfacto
ry satisfactory 

Ratio of long-term (over 1 year) loans and deposits times 
actual value 3,28 3,76 3,67 

characteristic value critical critical critical 
Return on assets,% 

actual value -1,93 1,69 4,35 
characteristic value critical optimal optimal 

Ratio of liquid assets to short-term liabilities,% 
actual value 98,37 93,52 94,35 

characteristic value optimal optimal optimal 
Share of assets of the five largest banks in total assets of the 

banking system,% 
actual value 62,46 63,28 65,17 

characteristic value critical critical critical 

Table 1. Financial and Economic Security Indicators
of Commercial Banks of Ukraine as of January 01

Compiled according to the Official Website of the National Bank
of Ukraine: [10].
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3) Prevention of criminalization of the banking
sector  and transition to  the shadow economy:
improvement of monetary policy; strengthening the
control of the budgetary sphere, namely — increasing
the transparency of public procurement, reforming the
tax system, implementing effective anti$corruption
measures;

4) stabilization of the foreign exchange market:
reduction of dependence on external financing; stopping the
thoughtless withdrawal of insolvent banks from the market;
reduction of speculative actions in the foreign exchange
market; reduction of public debt; creating a positive balance
of payments; maintaining low inflation;

5) increasing confidence in banking institutions:
promoting openness of information from the National
Bank of Ukraine to both commercial banks and the
public;

6) mitigating the threat of an increase in the share of
foreign capital: creating favorable conditions for attracting
domestic investors; setting limits on the share of foreign
capital in the banking sector of Ukraine;

7) elimination of unfair competition: strengthening of
control over activity of banks; adoption of legislation on
regulation of banking competition; imposing severe
penalties for failure to comply with these laws.

THE FINDINGS OF THE STUDY AND THE
PROSPECTS FOR FURTHER RESEARCHES

The results of the conducted research prove the urgency
of the problem of ensuring the financial and economic
security of commercial banks, that is, preventing the
probable or overcoming existing threats, both external and
internal. The success of overcoming this problem depends
to a large extent on the correct understanding of the concept
of "financial and economic security of the bank" and the
specific features of banking activities, which, in fact, create
an extremely wide range of threats.

Vulnerable to the negative impact of various events
and phenomena inherent in both the world and domestic
economies, commercial banks of Ukraine need a
comprehensive solution to the issue of protection
against threats to their security in general and financial
and economic, in particular. The proposed set of
identified measures requires a well$thought$out appro$
ach to their implementation through a well$formed
mechanism, which is the object of further scientific
exploration.
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